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Abstract: In modern times, malware poses a significant threat to information security. Consequently, numerous
mathematical models have been developed to describe the dissemination of malware. This study presents the SPIQR
(susceptible-protected-infectious-quarantined-recovered) model to analyze how malware spreads through computer
networks. We initiate our analysis by formulating a nonlinear dynamic equation that delineates the dissemination of
malware. Subsequently, we compute the basic reproduction number (BRN), denoted by R for the proposed model.
The network's stability is contingent upon the magnitude of Ro. Particularly, if Ro < 1, the system remains free from
malware, while if Ry >1, the network enters an endemic state. We determine the system's equilibrium points and
perform numerical simulations to investigate malware spread within the network, aiming to confirm our theoretical
results. In addition, we examine the nodes' communication range to provide more comprehensive data. We also
examine the networks' susceptible, protected, infected, quarantined, and recovered node dynamics.
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1. INTRODUCTION

The use of electronic mail and its associated technologies continues to be a primary means for
the dissemination of malicious software, commonly referred to as malware, within contemporary
computer networks [1]. Malware penetration poses a considerable risk to the security and
stability of increasingly complex computer networks. There exists a wide variety of malicious
software, including worms, viruses, Trojan horses, adware, ransomware, and spyware, each
employing distinct mechanisms to compromise systems and cause damage [2]. A key challenge
lies in accurately simulating and understanding the spread of malware.

Consequently, it is imperative to not only identify malware within a network but also to adeptly
model its dissemination. Although a substantial segment of scholarly inquiry in this domain has
predominantly focused on methodologies for malware identification, the development of
mathematical models to replicate its propagation has been given relatively reduced focus [3]. The
models are crucial, as they provide fundamental insights into malware dynamics and facilitate
the evaluation of the effectiveness of counteractive measures. Typically, the mathematical
methodologies employed to model malware transmission are divided into global and
deterministic frameworks, which are often grounded in ordinary differential equation systems.
The dynamics of malware spread within computer networks can be likened to the transmission of
epidemics in human populations. In this analogy, malware's spread within a network of
interconnected computers is similar to how diseases are transmitted through vectors in public
health. In the context of vector-borne illnesses, it is crucial to acknowledge that the pathogens
inhabit a portion of the vector's life cycle, facilitating a cyclical process of transmission between
the host and the vector. Anderson and May [4, 5] conducted an in-depth examination of the
dynamics of biological viruses, parasites, and various infectious agents that influence human

populations, employing a range of epidemic modeling methodologies.

2. RELATED WORKS
In recent decades, numerous scholars have focused their efforts on the SIR (Susceptible-

Infectious-Recovered) pandemic model to obtain greater clarity and comprehension of malware
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spreading dynamics, as demonstrated by the research conducted by Youssef et al. [6], Feng et al.
[7], Rey et al. [8], and Kermack and McKendrick [9-11]. In their studies, nodes are classified
into three categories: susceptible, infectious, and recovered.

Recent investigations have culminated in the formulation of diverse malware dissemination
models that draw inspiration from the SIR model. For example, Xiao et al. [12] proposed the
SIRS model for malware transmission, incorporating dispersion processes and delays in time.
They predicted tipping points and explored the dynamics of these tipping events, influenced by
Hopf bifurcation and Turing instability. Dong et al. [13] introduced the SIRS epidemic model in
a fractional network that is characterized by dynamics of a saturated treatment function and
fuzzy transmission. Carnier et al. [14] enhanced the methods for deriving an accurate Markov
chain applicable to any malware model grounded in the fundamental SIR framework. Among
these frameworks, the SEIR model assumes a crucial role in elucidating malware dissemination.
Furthermore, a substantial portion of mathematical epidemiology is dedicated to ascertaining the
BRN alongside the stability of both endemic equilibrium and non-trivial equilibrium states. For
instance, Prajapati et al. [15] created apandemic model to characterize the transmission of
malware across networks subject to removable devices. They developed a reproduction number
and determined points of equilibrium for both malware-free and endemic circumstances. Liu et al.
[16] formulated a SEIRS model for a delayed e-epidemic for malware dissemination,
incorporating a rate of non-monotone incidence that is generalized. Shakya et al. [17] introduced
theSIR model based on correlation that considers the features of spatial correlation of Wireless
Sensor Networks (WSNs). In their investigation, they computed the BRNand examined local
stability as well as Hopf bifurcation. Furthermore, Liu et al. [18] addressed the uniqueness of
equilibrium and global stability by proposing a distributed continuous-time model to investigate
the spread of two competing viruses within a network. Zhang et al. [19] conducted nonlinear
stability analysis and Hopf bifurcation evaluations, as well as stability evaluations utilizing an e-
epidemic time-delay model to study delayed dynamics.

Mishra and Keshri [20] introduced theSEIR-V model, which assumes that sensor nodes can

either be exposed to a disease that slows transmission or be inoculated against future infections.
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Their work led to the development of a reproductive ratio that quantifies the incidence of
secondary infections resulting from the integration of an infected sensor into a susceptible cohort.
Mishra, Srivastava, and Mishra [21] suggested the SIQRS model, which significantly excluded
the latent (or exposed) phase of infections, where sensors may exhibit symptoms like diminished
transmission rates. Additionally, the vaccination section was omitted from this particular model.
Mishra and Tyagi [22] introduced the SEIQR-V epidemic model to enhance comprehension of
infection dynamics within Wireless Sensor Networks (WSN). With the addition of a
quarantining (isolation) compartment, this model improved Mishra and Keshri's SEIR-V model
[20].

Nwokoye and Umeh [23] refined theSEIQR-V model originally proposed by Mishra and Tyagi
[22]. Their research concentrated on modifying the model by utilizing mathematical expressions
to delineate distribution density and range within Wireless Sensor Networks (WSNS).

Zhang and Si [24] employed delay as a bifurcation parameter to explore the emergence of Hopf
bifurcation in the SEIR-V epidemic model formulated by Mishra and Keshri [20]. Their
investigation utilized the normal form approach and the center manifold theorem to scrutinize the
properties of Hopf bifurcation, revealing an adverse state within WSNs, wherein the incidence of
infections transitions from a stable equilibrium to a limit cycle.

Biswal and Swain [25] introduced theSIQVD (Susceptible-Infectious-Quarantine-Vaccination-
Dead) model to examine the propagation dynamics of malware in WSNs. This model functions
as a strategic framework for alleviating malware threats in these networks. They established the
mathematical prerequisites for the existence of WSNs under malware incursions and assessed the
dynamic behavior of malware dissemination within these systems.

Mohanty et al. [26] created the SEIAQR (Susceptible-Exposed-Infectious-Antidotal-Quarantine-
Recovered) model beneath conventional antivirus defense to stop malware from spreading.They
established the model's stability at equilibrium points, where it is demonstrated that the endemic
and virus-free equilibria are globally asymptotically stable provided the BRN is less than one;

otherwise, the model is unstable.
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Previous investigations have predominantly concentrated on the modeling of malware
dissemination, frequently neglecting the intrinsic properties of computer networks. There exists a
deficiency in the development of robust control mechanisms aimed at mitigating malware
proliferation. For instance, the velocity of malware transmission is influenced by variables such
as the communication range and the regularity of node interactions, whereas the recovery
velocity of nodes can be enhanced through systematic updates. Consequently, the integration of
node attributes could augment computer networks by diminishing the transmission range and
amplifying update frequencies. To remedy these deficiencies, this manuscript presents an
enhanced model for malware propagation. The principal contribution of this study is the
meticulous derivation of the BRN. The novelty of this study resides in its investigation of the
dynamics of malware transmission within networks via the proposed SPIQR model and the

identification of optimal tactics to constrain malware spread based on the reproduction number.

3. FORMULATION OF THE SPIQR MODEL

A novel differential equation malware propagation epidemic model in computer networks is
constructed in this section. The subclasses of nodes that make up the population size N(t) are
susceptible, protected, infected, quarantined, and recovered; their relative sizes are indicated by
S(t), P(t), I(t), Q(t), and R(t). This suggests that at any moment t > 0, N(t) = S(t) + P(t) + I(t)+ Q(t)
+ R(t) satisfies this condition. To establish the model, certain assumptions have been made.At
the start of a computer network, every node is susceptible. The following assumptions may cause
a node's position to change once malware enters computer networks:

e Once the system's infected nodes are functioning, they establish connections with
susceptible nodes and spread the infection. At the rate of B, or a function BSI, the
susceptible nodes move into infected nodes.At ratea, some of the susceptible nodes
become protected.

e At the rate of y, some protected nodes return to the susceptible state as a result of

protection failure.
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e At a rate of ), the system enters a quarantine state after its infectious nodes have been
found. At a rate of ¢, the periodic system updates will cause some nodes in class I to
move into class R.

e At a rate of 0, during periodic system updates, a few nodes from class Q will move to
class R.

e Atarate of A, the system's recovered nodes return to the susceptible state once more.

e Some of the susceptible nodes, protected nodes, infectious nodes, quarantine nodes and

recovered nodes become dead due to software or hardware failure at a rate o.

oP

Figure 1: Malware propagation’s flow diagram in Computer Networks.

Consequently, the SPIQR model is represented by the differential equation system below:

S=e-pSI-aS- oS +yP+AR

—i = BSI - I - ¢l-ol 1)

dQ

E=nI-OQ-GQ

=9I +0Q-2R-oR
The parameters and their meaning are as follows:
e: Rate at which new computer network nodes are added

B: Rate of Infectivity Contact
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a: The rate of susceptible nodes moving to the protected category (by means of security updates)
v: The rate at which, as a result of protection failure, protected nodes once more move intothe
susceptiblestate

n: Quarantine rate from the infectious segment to the quarantined segment

¢: The rate at which infectious nodes move intothe recovered state due to system updates

0: Transmission rate from the quarantined segment to the recovered segment

A: Conversion rate of recovered nodes to susceptible states

o: Node death rate as a result of software or hardware failures

4. POINTS OF EQUILIBRIUM IN THE SYSTEM

We shall examine the two categories of the system's equilibrium points. In one case, I # 0
indicates the endemic equilibrium points, and in the other, 1=0 indicates the malware-free
equilibrium points.

Thus, the equation (1) system will be shown as

S=e-BSI-aS-oS+yP+IR =0

apr_ _

e aS-yP-cP =0

dl

2= BSI-nI- ¢l - ol =0 )
dQ_ _

2= 11-0Q - 0Q -0

dR

- - 0I+6Q-2AR-0oR =0
4.1 Malware-free Equilibrium Point
Once equation (2)'s system was solved, we discovered malware-free equilibrium points.

The system's malware-free points are given as Do = (So,Po,l0,Qo,R0) i.e.

—_eto) p_ ___ex lo=0, Qo=0, Ro=0.

" o(atyto) 0 c(a+y+o)’
4.2 The Basic Reproduction Number (Ro)
Since the model contains two infected compartments, namely | and Q, the next-generation matrix

method (NGM) is applied to compute the basic reproduction number Ro[27]. The main
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advantage of the NGM is that it allows the analysis to focus exclusively on infected
compartments, while ignoring uninfected ones.
Let X= (I, Q)".
Then, model (1) can be written in the following form:

dx_
PoF-v 3)

_( BSI _( nl+ ¢I+ ol )
WhereF —( 0 ) and V = —nl+ 6Q +0Q

We define f and v as the Jacobian matrices of F and V, evaluated at the malware-free equilibrium

point Do:
(y+0)
_ ,OF _(BSo 0\ _ ﬁe— 0
f—(—)|Do = —( o(aty+o) ) (4)
ax ( 0 0) 0 0

n+ o+ o 0) ©)

= (% \D. =
v =(5x)IPo ( -1 0+o
The basic reproduction number Ro is the largest matrix eigenvalue of the matrix fvgiven by

Equation (6):

eB (y+ o) 0

fvi= (c(a+ y+0)(+ ¢+ o) ) (6)
0 0

Then, the BRN Rg can be obtained as

_ -1y — ef (y+o) . .
Ro=p (fv) = pr TR =" where p is the spectral radius. (7)

4.3 Endemic Equilibrium Point
For the endemic equilibrium I # 0. The system’s endemic equilibrium points are given as D* =

(S, P, 15, Q" R) as

S*=T]+O'+(b
B

*_ aMm+o+d)
B(y+o)

[*=_ (0+ )+ 0){—e Bly+ o)+ o(at v+ 0) (n+ o+ )} e B(O+ o)A+ o) (y+ 0) (1- i)
- Bo(Y+0) MO +A+0)+(O®+0)A+0+d)} L Ro

Q"= _n@+o){-eBly+o+olaty+o)n+o+¢)} _ eBn(7n+o)(y+o)(1_i)

Bo(y+o)(MmO®+A+0)+(O+0)(A+ 0+ P)} L Ro
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R*: _ Mo+ (0 +0)p}H{-eB(y+o)+tola+y+o)n+o+d)} _ eB{nd+(0+0)p}y+o) (1 _ i)
Bo(y+o)mO®+A+0)+(O+0)(A+0+ D)} - L Ro

where L=Bo(y + o)(n®@ + A + o)+ (6 + o)(A + 0 + d)}

If Ro > 1, it is clear that D* will exist uniquely.

5. STABILITY ANALYSIS OF THE SPIQR MODEL

Theorem 1: When Ro <1, the system's malware-free equilibrium is locally stable,whereas it
becomes unstable when Ro>1.

Proof:

Using the Jacobian method, we show the local stability at the malware-free equilibrium.

By using system (2), the Jacobian can be taken as,

—a—Iof—o Y —Sof3 0 A
(04 —Y—o0 0 0 0 ]
J(Do):| Io B 0 SoB—n—o—¢ 0 0 |
0 0 n —-0—-o0 0
l o 0 b 6 —A—ol
e(y+o) ea

At the equilibrium point Do =(So,Po,l0,Qo,R0) =( ,0,0,0) the Jacobian matrix

o(a+y+0) o(a+vy+0)

becomes
i e B(y+ o)
——0 Y —m 0 7\
(04 -Yy—o 0 0 0
J(Do) = epyto) 8
( ) 0 0 c(a+vy+o) n-o (I) 0 0 ()
0 0 n —-0—o 0
0 0 ¢ 0 —A—o.

The eigen values of equation (8) are:-o, -(a+y+0), -(6 +0),-(A+c)and —-N— o —  +

eBly+o) . eB(y+o)
cla+y+o) ' o(a+y+o0)

(1- Rio).When Ro< 1, all five eigenvalues have negative values.

Hence, the system will be locally stable if Ro<1 inthe malware-free equilibrium and unstable if
Ro> 1.
Theorem 2: The endemic equilibrium of the system is locally stable whenever Ro >1,

Proof:
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At the point of endemic equilibriumD” = (S, P*, I, Q", R")

—a—I*B—-o Y —S*f3 0 A
a —-Y—o0 0 0 0
J(D") = [+ 0 S*B—-m—0o—¢ 0 0 9)
0 0 n —-0—-o0 0
| 0 0 b 6 —A-ol

The characteristic equation of the given 5 x 5 matrix J(D*) is:

W+ capt+ P+l teipt+co=0

where the coefficients are:

ca=I1*B-S*B+a+tA+S5+n+o+06+y

cs = [¥BA + 41*Bo + I*pn + [*Bd + I*B0O + I*By — S*Pa — S*PAL — 4S*Po — S*PO — S*Py + ok +
4o +on + ap +ab +4hc +An +Ad + A0 + Ay + 1002 + 4on + 46 + 460 + 4oy + 1O + pun + $O +
oy + 0y

c2 = 31*BAo + I*BAy + I*BAO + I*BAy + 61*Bo? + 31*Bon + 31*Pod+ 31*PcsO + 3[*Poy + [*Pn6 +
I*Bny + I*BdO + I*Boy + I*BOy — S*Par — 3S*Pac — S*Par — 3S*PBac — 3S*Po? — 3S*Boy —
S*BOy + 30Ac + oAp + 3aomn + 600 + 3acd+ 3000 + 3aoy + Aod+ AcO + Aoy + AnO + Any + AdO
+ Ay + A8y + 100® + 6017 + 66¢* + 6607 + 66y + 30m0 + 3ony + 3640 + 36¢y + 360y + By +
oOy

¢1 = 3T*Bro? + 21*PAon + 2I*BAod + 21*PAcO + 2I*Broy + I*BAyn + 41*Bo® + 3T*Bon + 3T*Bod
+ 31*Bc?0 + 31*Po?y + 2[*Bond + 2[*Bony + 2[*Body + 2[*Bcby + [*Pndn + [*Pnbo + [*Pnody —
2S*Borc — 3S*Bac* — 2S*Paon — 3S*Pacy — 2S*Pach — 2S*Pacd — 4S*Po® — 3S*Po’n —
3S*Bo?d — 3S*Bo?0 — 3S*Po?y — 2S*Pond — 2S*Pony — 2S*Pody — 2S*Poby + 260hc + 20007 +
2c00m + 2c00¢ + 26060 + 2000y + 2hac? + 3haon + 3hacd + 3hac + 3hacy + 2Aacd + 2hacO
+ 2haoy + 4Ac® + 3hon? + 3Acd? + 3Ac0? + 3hoy? + 4o°n + 46°d + 46°0 + 46%y + 36"n0 + 367Ny +
36%¢0 + 3c%dy + 36%0y + 20n0y + 2090y

Co = [*BAc® + [*BAo™n + [*PAc?0 + [*PAc?y + [*BAony + [*BAcOn + [*Bo* + [*Po’n + [*Pod +
I*Bo*0 + T*Boy + [*Po™n0 + [*Po?dn + [*Pody + [*Pondy+*PodpOy— S*Poars? — S*Pac® —
S*Bac?0 — S*ParcH— S*Pac® — S*Pac?0 — S*Po® — S*Po?y — S*Po?On — S*Po* — S*PoO —
S*Boy — S*Po?Oy+arc® + ado™n + aAc?d + arc?0 + akoyd + akodd + akc?d + aAc0 + oo 6 +
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aAc?00 + Ao* + Ao’n + Ac*d + Ac’0 + Ao’y + Ao?dn + Ac?Pp0+Ac’dy + Aondy + AopOy +6° + o' +
o'd + %0 + o'y + 6°nb + P06 + G*Py + o°0n + °nOy + 2P0y

When Ro > 1, the endemic equilibrium (S*, P*, I*, Q*, R*) is asymptoticallystable, according to
the Routh-Hurwitz criterion [28].

Theorem 3: If Ro< 1, the system's malware-free equilibrium is globally asymptotically stable
(GAS).

Proof:

Consider a Lyapunov function,

V=1+-—-Q

O+0
Compute the time derivative

av _di  n dQ
dt  dt 0+c dt

Substitution from the model equations
T=[BSI-(++o)]+ - [nl-(0+0)Q]
dt 6+0

=I[BS—M+d+o)r=]1--1(0+0)Q

6+0 6+0

_ n2
=I[BS-(M+¢+0—=)]-nQ
Since all parameters are positive and Q > 0, the second term is non-positive.

At the disease-free equilibrium (DFE), S < So

Thus, 2 <I[BSe- (N + ¢+ 0)] = 1 [P (n+ ¢+ 0)] =1 (N + ¢+ 0) (Ro- 1)

o(a+y+0)
If Ro< 1,52 <0
Therefore, the malware-free equilibrium is GAS, if Ro<1.
Theorem 4: The system’s endemic equilibrium is GAS whenever Ro >1.
Proof:

We consider the following non-linear Lyapunov function,

Z= ( $-5*-8* log=)+ ( P-P*-P* log—) +( I-I*-I* log—)+ ( Q-Q*-Q* Iog%)+ ( R-R*-R*

log—)



12
MD MRIDUL HAQUE CHOUDHURY, HEMEN BHARALI, DIBAKAR DUTTA

Differentiating Z along trajectories of system (1), we obtain

- N Px. - | P Q*, . R*\ .

Z=(1- ?) S+ (1- ;) P +(1- T) I+ (1- 3) Q+ (1- ?) R

Putting the value of S,P,I, Q and R from the system (1), we get

7= (1-55—*) (e-BSI-aS -GS +yP+AR) +(1-2) (aS — YP — oP) +(1- ) (BSI- I - ¢I -
o)+ (1-T) (N1 - 6Q - 0Q ) + (1- ) (61 + 6Q - AR — oR)

Now we use the equilibrium relations (for each component at D* we have the corresponding
balance equality, e.g., 0 = e — BS*I* - aS* - 6S* + yP*+ AR*, etc.). After straightforward but

routine rearrangement and grouping of terms (collecting coefficients of differences and using the
equilibrium identities to cancel constant parts), Z can be written in the following convenient form:
2= -aS* y () 1P* v (57)-(n+0+0) Iy (1)- (B+0)Q* v (o) — (+o)R* wi(:)

where for u > 0 we define y( u )= u -1- logu. Recall the elementary inequality y( u )= 0 for all u
> 0 with equality only at u= 1. Because all equilibrium components S*,P* 1* Q* R* and all
coefficients a,y, n,0,0,0,A,p are nonnegative ( and the bracketed coefficients” sums are strictly
positive), every term on the right-hand side is nonpositive. Hence, Z < 0 for all S,P,I,Q,R > 0.

Moreover, Z = 0 if and only if every y (.) term is zero, i.e., if and only if

S P I_ Q_R_l
Sx P*_ I*_ Q*_ R*_

(and %= 1 follows automatically), which is exactly (S,P,I,Q,R)= D*. Thus the largest

invariant set Z = 0 is the singleton{D*}.
By LaSalle’s invariance principle [29], every positive solution of system (1) approaches D* as t

— oo, Therefore, the endemic equilibrium D* is GAS whenever it exists in particular when Ro>1.
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6. NUMERICAL METHODS AND SIMULATIONS
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Figure 2: Dynamics of malware propagation with time when Ro < 1.
In this section to validate theoretical results, we will use MATLAB to run numerical simulations
for the two parameter sets that show how the model behaves based on the BRN.It is assumed that
0 <t <30 in both cases, and there are N=50 devices in total with S(0) = 32, P(0) = 12, 1(0)=6,
Q(0) = 0,R(0)=0. Additionally, the coefficients’ numerical values are as follows: €=0.2, =0.3,
a=0.5, 6=0.05, y=0.55, 2=0.01, n= 0.9, $=0.01 and 6=0.65. The value of BRN Ro = 0.68 < 1 and
a disease-free stable state was obtained (see Figure 2). It is concluded that malware dies out from

the computer networks. By Theorem 1, it is also verified.
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Figure 3: Dynamics of malware propagation with time when Ro > 1.
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Conversely, the second simulation takes into consideration e=0.5, p=0.5, a=0.35, ¢=0.05 ,
v=0.55, 2=0.01, n=0.25 ,0=0.01 and 6=0.65 and consequently Ro=10.19 > 1. The system
consequently reaches the endemic stable state (see Figure 3). Under these circumstances,
malware continues to exist on computer networks. By Theorem 2, it is also verified.

10

Quarantine (Q)
w

0 ! ! ! !
0 5 10 15 20 25

Infectious (I)

Figure 4: The classes | and Q's dynamic behavior with e=0.2, =0.3, 0=0.5, 6=0.05, y=0.55,
2=0.01, 1= 0.9, $=0.01, and 6=0.65.
Figure 4 illustrates that, under the given parameter values, the infected I(t) and quarantined Q(t)
populations initially vary but after all decline to zero. This corroborates that the system
converges to the disease-free equilibrium, implying effective control and elimination of malware

spread in the network.

15 T T T T

10 =

Recovery (R)

0 1 L L
0 5 10 15 20 25

Infectious (1)

Figure 5: The classes | and R's dynamic behavior with e=0.2, $=0.3, a=0.5, 6=0.05, y=0.55,
2=0.01, 1= 0.9, $=0.01, and 6=0.65.
Figure 5 shows that, under the given parameter values, the infected population I(t)disintegrates to
zero as time increases. At the same time, the recovered population R(t) increases due to recovery
from both infected and quarantined classes and eventually approaches its steady-state level,

confirming effective malware control in the network.
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15 T T T T T T

o f

Recovery (R)

0 L . . 1 | 1 1 1
0 1 2 3 4 5 6 7 8 9 10

Quarantine (Q)
Figure 6: The classes Q and R's dynamic behavior with e=0.2, p=0.3, 0=0.5, 6=0.05, y=0.55,

2=0.01, 1= 0.9, $=0.01, and 6=0.65.
Figure 6 demonstrates that, for the given parameter values, the quarantined population Q(t)
initially increases and then decreases to zero due to the high recovery rate 6, while the recovered
population R(t) increases over time. This suggests that quarantined nodes are successfully treated
and moved to the recovered class, leading the system toward the disease-free equilibrium.

15 T T T T T T

10 - f .

Protection (P)

? 0 5I 1I0 ‘II5 2I0 2I5 SIU 35
Susceptible (S)
Figure 7: The classes S and P's dynamic behavior with e=0.2, $=0.3, a=0.5, 6=0.05, y=0.55,
2=0.01, 1= 0.9, ¢=0.01, and 6=0.65.
Figure 7 shows that the susceptible population S(t) decreases over time due to protection and
infection effects, while the protected population P(t) initially increases as susceptible nodes are
moved into the protected class. At last, both S(t) and P(t) approach their respective equilibrium

levels, indicating stabilization of the network under the applied protection mechanism.
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Figure 8: The classes | and R's dynamic behavior with n= 0.9, $=0.01, 6=0.05, 6=0.65.
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Figure 8 illustrates that, for the given parameter values, the infected population I(t) decreases
over time due to the combined effects of quarantine, recovery, and natural removal.
Simultaneously, the recovered population R(t) increases as infected nodes move into the

recovered class and eventually approaches a stable equilibrium level.
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Figure 9: The classes Q and R's dynamic behavior with A=0.01,6=0.05, 6=0.65.
Figure 9 shows that the quarantined population Q(t) initially increases due to the isolation of
infected nodes and then gradually decreases as individuals recover or are removed at rate 6 and o.
Concurrently, the recovered population R(t) increases correspondingly and eventually reaches a

steady-state level, indicating an effective transition from quarantine to recovery.

7. CONCLUSION

The principal objective of the suggested model is to mitigate the dissemination of malware
throughout networks and extend the operational longevity of computer networks. To achieve this,
an epidemic-based SPIQR model has been developed to analyze malware transmission within
these networks. We investigated the intricate dynamics of malware dissemination and discerned
two separate equilibrium states: one denotes a malware-free condition, and the other indicates an
endemic condition. The BRN (Ro) for the theoretical framework was calculated, and its impact
on the behavioral dynamics of the system was analyzed. Our findings show that when Ro<1, the
system stabilizes and remains free of malware, whereas if Ro> 1, malware persists in the system
in an endemic state. We also observed that increasing the rate of quarantine or protective
measures leads to a decrease in infectious nodes. The synergistic application of isolation

measures and protective protocols has enhanced the resilience and durability of computer
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networks. In our future research, we will carry out relevant investigations and compare the

results with those of other infectious disease models in order to confirm the method's feasibility.
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