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Abstract. In the recent digital era of data transmission and network operations, data security and safety are some

of the biggest challenges faced by the mankind. Cryptography is the study of encryption and decryption, the

procedure of converting data into a format which prevents the unauthorized parties to access, analyse or change

the shared data. An increasing number of studies demonstrating new approaches of Cryptography can be found

in this area. Among these, one of the most burgeoning approaches of Cryptography is Graph Theory. Various

graphs with their unique properties have been implemented in the cryptographic algorithms which have effectively

resisted the unwanted parties from interfering. Vigenere Cipher is one of the most secured encryptions which

adapts the concept of substitution cipher. An algorithm with the concept of Vigenere Cipher along with Bipartite

Graphs has been proposed in this paper. The existing Vigenere Cipher has only 26 alphabets which limits the

eligibility of the data types with only the uppercase alphabets. In this algorithm a modified Vigenere table has

been proposed with all the characters with ASCII values, covering a wide range of all kinds of texts. This work

enables security, authenticity and confidentiality of the shared information with the bipartite graph characteristics

like vertex partitioning, edge weighting etc. The XOR operations used in this work ensures more security. All the

security procedures ensures to prevent some of the most threatening third party attacks ( for example, Brute Force

Attack, Plaintext attack, ciphertext only attack etc.).
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1. INTRODUCTION

Graph theory has become one of the key components of encryption and decryption over

time [19] [21] [29] [31]. In 2018, P. Amudha et al. [3] discovered an encryption method by

determining the text’s ASCII values, locating the matching binary values, and using the XOR

operation on them. This research got an enhancement by Joseph et al. [13] introducing a key in

cryptography algorithms. In this area, Kedia et al. [16] worked with the binary and hexadecimal

representations of the plain text’s ASCII values by transforming them into a graph that used the

concept of graph connections. According to research by W. Etaiwi [10] and U. Dixit [9], a

simple text can be transformed into the vertices of a weighted graph with pre-assigned values.

A few algorithms also make use of the adjacency matrix concept [25] [22].

A symmetrical cryptographical algorithm involving infinite families of graphs with directions

of huge girth was created in 2007 by V. Ustimenko [30]. Network security has additionally

benefited significantly from the matrix approach of graph theory [20]. In the work of M. H.

R. et al. [12], the idea of a graph’s complement to produce the cipher graph has been covered.

Agarwal [1] built a Java application and described how an algorithm can work with a prime

weighted graph. Research conducted by Beaula [5] shows how cryptography and double vertex

graphs are integrated. The writer furthermore illustrated a strong cryptosystem using ’Graph

labelling’ on Turan graphs [6]. Kuppan [17] used face antimagic tagging in a tree graph to

encode and decode thirteen secret digits.

For a last few years, the concept of Bipartite Graph in Data security has been emerged exten-

sively in the field of Cryptography [7] [18] [32]. Gurjar et al. [11] incorporated the application

of Graph Labelling with Bipartite graphs in his paper in 2021.

A demand of encrypting all characters including the alphabets, special characters and num-

bers, can be found in this research area. To work on this research gap and also to introduce

more confidentiality in encryption, this paper has been designed with all the 256 characters

with ASCII values. The proposed algorithm not only deals with the security but also enables all

the characters for encryption.
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2. PRELIMINARIES

In this section we take a glance at some ideas of Graph Theory [8] and Cryptography [27]

which are used to construct the proposed algorithm.

Definition 2.1. A graph G(V,E) is a set of two sets E of edges and V of vertices such that each

edge is defined as a joining side between a pair of vertices. If two vertices are joined by an edge

then those vertices are said to be connected.

Definition 2.2. A Bipartite Graph can be a directed or undirected graph where the vertices can

be divided into two disjoint sets such that no two vertices of the same set are connected (Figure

1).
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FIGURE 1. Example of a Directed Bipartite Graph

Definition 2.3. Cryptography is the study of encryption and decryption of messages. We find a

code, known as a cipher text which is the encrypted form of a plain text and can be decrypted

to find the plain text and this process may follow one or more algorithms.

Definition 2.4. Encryption is the procedure of getting a pseudo text from a given plain text

to maintain the authenticity and the confidentiality of the plain text shared by the sender. De-

cryption is the procedure to get back to the shared plain text from the pseudo text sent by the

receiver.
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TABLE 1. ASCII Table

Definition 2.5. A Plain Text is the main text sent by the sender.

Definition 2.6. A Cipher text is the Encrypted text that is received by the receiver.

Definition 2.7. The American Standard Code for Information Interchange(ASCII) is a World

wide used encoding system that gives the codes of alphabets, characters, numbers etc. to be

used and accessed by the computer and other electronic devices (Table 1).

Definition 2.8. A Vigenere Cipher is a poly-alphabetic symmetric cipher. A Vigenere table

includes all 26 alphabets written row wise and column wise in a 26×26 matrix. Each alphabet

is shifted in a cyclic manner to the right so that a table is formed like the Table 2

Definition 2.9. A security attack occurs when a third party, other than the sender and receiver,

tries to access, change or modify a confidential data. here are different kinds of attacks in

Cryptography like: Brute Force attack(when the attacker tries the trial and error method with

all possibilities), plaintext attack(when a part of the plaintext is known and the attacker cracks

the whole text) etc.
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TABLE 2. Vigenere Table for 26 characters

Definition 2.10. A key is a string of characters shared only between the sender and the receiver

and helps to encrypt and decrypt the data with more security.

Definition 2.11. A symmetric key encryption is an encryption technique that only takes one

single key for encryption and that key is shared between the sender and the receiver.

Definition 2.12. A binary number system is a system used vastly mainly in the computers where

all the existing numbers can be represented with only two digits 0(zero) and 1(one).
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Input 1 Input 2 Output

T T F

T F T

F T T

F F F

TABLE 3. Truth Table for Binary XOR Operation

Definition 2.13. The XOR Gate, also known as the Exclusive OR gate operates on two binary

inputs and the output has the maximum length of the highest length input. The truth table for

the XOR gate is Table 3.

In the next section we have proposed one encryption scheme using Modified Vigenere Table

and the Bipartite Graph. Also in section 3 we have shown one example to highlight the validity

of this scheme. The advantages that come with using this proposed technique are covered in the

last section.

3. ENCRYPTION SCHEME USING THE MODIFIED VIGENERE TABLE AND THE BIPAR-

TITE GRAPH:

In this section we have used the concepts and properties of the Graph theory to find a feasible

algorithm that can be used to encrypt and decrypt messages.

3.1. Encryption Algorithm. The encryption technique of the proposed algorithm follows the

following steps:

(1) We do a modification on the Vigenere Table where instead of only 26 existing alphabets,

we take all the characters with ASCII codes. Their ASCII values are the elements taken

in rows and columns. Each row starts with the next value of the code in a cyclic manner.

(Table. 4).

(2) Find the ASCII values of the plain text from the ASCII table (Table 1). Let these values

be ai where, i = 1, ...,n for n ∈ N.
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TABLE 4. Modified Vigenere Table with 256 ASCII Values

(3) We introduce a string of any length as the ‘key’ which is to be shared between the sender

and the receiver. If this ‘key’ has a length smaller than the plain text, then we keep on

repeating the characters of the key one by one in a cyclic way till the end of the plain

text character.

(4) We find the corresponding ASCII values of the characters of the shared key string and

consider them as bi’s.

(5) We locate the ai’s along the column headings and the bi’s along the row headings and

find the value at the intersection of that particular aith column and bith row. These

values are considered as ci’s.
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(6) We convert the bi’s and the ci’s to binary numbers and name these as pi’s and qi’s

respectively.

(7) We perform the XOR (Exclusive OR) operation taking the pi’s and qi’s as inputs and

consider the outputs as mi’s. As the maximum possible ASCII value is 255, and the

corresponding binary number is 11111111 which is of 8 digits, therefore, the maximum

possible length of binary mi’s is also 8.

(8) We convert the mi’s to the corresponding decimals. Consider these decimals as si’s. The

highest si is 255 and hence the maximum possible digits of these values is 3.

(9) The last digit, which is also the tens digit of these si’s are taken as the elements of the

set v2 and the remaining previous part of the numbers are taken as the elements of the

set v1. If any number has the length of less than 3, then we consider 0 in the missing

digit places before the existing digits.

(10) Construct a Bipartite Graph taking v1 and v2 as the two vertex sets and connect the pair

of the vertices if they are making any of the numbers of si.

(11) Assign some random values(also known as the ‘weights’) wi’s to the edges in an ascend-

ing order maintaining the order of the characters of the plain text one by one such that

no two edges will have equal weights, i.e. w1 < w2 < w3 < .... This weighted Bipartite

graph is the required Cipher Text.

3.2. Decryption algorithm: The recipient receives the labeled bipartite graph as the cipher

text and the key.

(1) At first, we take the weights of the edges of the cipher text bipartite graph and arrange

them in an increasing order.

(2) Find the corresponding edges of the weights and the nodes they are connected to. The

set of vertices having three digit numbers are considered as v1 and that of one digit

numbers as v2.

(3) Construct the numbers with connected edges taking the one digit numbers as the unit’s

place and the three digit numbers as the previous part of the unit’s place. Consider these

constructed numbers as si’s.
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(4) Find the Binary number corresponding to the values of si’s. Name these numbers as

mi’s.

(5) Find the ASCII values of the characters of the shared key string from Table 1. Consider

these values as bi’s.

(6) convert the bi’s to corresponding Binary numbers. Name these as pi’s.

(7) Consider the mi’s and the pi’s as the inputs and perform XOR operation between them

and the result output is considered as qi’s. Then convert these qi’s to corresponding

decimals ci’s.

(8) For the final step, we refer to the modified 256× 256 Vigenere Table (Table 4). We

locate the position of the ci’s in the bith row. The column where that particular ci is

found, that column is ai and these are the ASCII values of the required plain text.

(9) At the last step, we convert the obtained ASCII values to the corresponding characters

from the ASCII table (Table 1. These characters together make the string of the plain

text.

4. EXAMPLE OF THE PROPOSED ALGORITHM

Example 4.1. Let us take the plain text "I have done 5+8 = 13." and the key is "Homework"

The following are the required steps for the Encryption.

Step 1: The following table (Table 5) finds the final si values for the given plain text with the

shared key. In the given table,

ai= ASCII values of the plain text shared by the sender.

bi= ASCII values of the characters of the key string.

ci= Elements at the intersection of ai’th column and bi’th row.

Step 2: Form the set v2 (unit’s digits of each number) as v2 = {2,3,4,5,7,8,9} and the set v1

taking the remaining section. Therefore, v1 = {21,24,14,17,22,18,03,20,19}

Step 3: Form the Bipartite graph with these vertex sets. Connect the vertices forming the num-

bers of si’s and assign random weights to the edges in an ascending order. This weighted

bipartite graph is the required cipher text ( Figure. 2).
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Plain Text ai Key String bi ci pi qi mi si

I 73 H 72 145 1001000 10010001 11011001 217

’ 39 o 111 150 1101111 10010110 11111001 249

v 118 m 109 227 1101101 11100011 10001110 142

e 101 e 101 202 1100101 11001010 10101111 175

space 32 w 119 151 1110111 10010111 11100000 224

d 100 o 111 211 1101111 11010011 10111100 188

o 111 r 114 225 1110010 11100001 10010011 147

n 110 k 107 217 1101011 11011001 10110010 178

e 101 . 46 147 101110 10010011 10111101 189

spaec 32 H 72 104 1001000 01101000 100000 32

5 53 o 111 164 1101111 10100100 11001011 203

+ 43 m 109 152 1101101 10011000 11110101 245

8 56 e 101 157 1100101 10011101 11111000 248

= 61 w 119 180 1110111 10110100 11000011 195

1 49 o 111 160 1101111 10100000 11001111 207

3 51 r 114 165 1110010 10100101 11010111 215

. 46 k 107 153 1101011 10011001 11110010 242

TABLE 5. Table to find the si’s corresponding to the plain text



CRYPTANALYSIS ON MODIFIED VIGENERE USING BIPARTITE GRAPH 11

2

3

4

5

7

8

9

21

24

14

17

22

18

03

20

19

3

4

5

7

10

11

1213

14

15

17

18

21

22

24

25

26

FIGURE 2. Bipartite Graph as the Cipher Text

For decryption, we have the bipartite graph as the cipher text (Figure 2) and the shared key

string: "Homework.". The decryption of this cipher text can be done in the following steps.

Step 1: Arrange all the weights in an ascending order and we get,

3,4,5,7,10,11,12,13,14,15,17,18,19,21,22,24,25,26.

Step 2: Finding the corresponding edges related to these weights, we get,

(21,7),(24,9),(14,2),(17,5),(22,4),(18,8),(14,7),(17,8),(18,9),(03,2),(20,3),

(24,5),(24,8),(19,5),(20,7),(21,5),(24,2)

Step 3: The si numbers are formed as:

217,249,142,175,224,188,147,178,189,032,203,245,248,195,207,215,242

Step 4: A table(Table 6) is generated to get back the plain text from these si values following

the mentioned decryption algorithm converting the numbers to corresponding binary

numbers and performing XOR accordingly. The shared key which the receiver already

has is "Homework."

Thus the Plain text is obtained as "I’ve done 5+8=13."
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si mi pi qi ci bi Key String ai Plain Text

217 11011001 1001000 10010001 145 72 H 73 I

249 11111101 1101111 11010110 150 111 o 39 ,

142 10001110 1101101 11100011 227 109 m 118 v

175 10101111 1100101 11001010 202 101 e 101 e

224 11100000 1011111 11101111 151 119 w 32 space

188 10111100 1101111 11010011 211 111 o 100 d

147 10010001 1101100 11100010 225 114 r 111 o

178 10110110 1101011 11011001 217 107 k 110 n

189 11011101 1011000 10001111 147 46 . 101 e

32 1000000 1000000 01101000 104 72 H 32 space

203 11101111 1100100 10110101 164 111 o 53 5

245 11111001 1101011 10110101 152 109 m 43 +

248 11110000 1011000 11101111 157 101 e 56 8

195 11000011 1100101 11100011 180 119 w 61 =

207 11000111 1101111 11000010 160 111 o 49 1

215 11101001 1100101 11100001 165 114 r 51 3

242 11110100 1101000 11011001 153 107 k 46 .

TABLE 6. Table to find the final plain text

5. ADVANTAGES OF THE PROPOSED ALGORITHM

5.1. Different kinds of attacks prevention: The large 256 × 256 Vigenere table with the

large keys make it computationally infeasible for any attacker to try all possible keys in a given

time frame, which ensures prevention of Brute Force Attack. Even if a part of the plaintext

(along with the key) is known to the attacker, it’s near to impossible for that one to crack

the whole text as there are a large number of possible characters with unknown length of the

plaintext. This assures the prevention of Plaintext attack. Even if the attacker knows the

ciphertext and cracks the key somehow, he will be unable to get back the plaintext because of
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some long and complecated mathematical deductions and for this, the Ciphertext-only attack

does not occur.

5.2. Confidentiality, authenticity and privacy: This proposed algorithm works to maintain

the security and confidentiality of data with multiple computational steps.

5.3. Acceptance of a wide range of data: The proposed work deals with all of the existing

256 characters which implies a text of any length including any of these characters can be

secured with this algorithm.

6. PERFECT SECRECY OF THE ALGORITHM

Definition 6.1. An Encryption scheme with the algorithms GEN, ENC, DEC with message

space M is said to be perfect secret if for every probability distribution over M, every message

m ∈ M and every ciphertext c ∈ C, for which Pr[C = c] > 0 (as there should be a ciphertext to

keep the decryption process ongoing):

Pr[M = m |C = c] = Pr[M = m]

Equivalent formula for the same is:

Pr[EncK(m) = c] = Pr[EncK(m′) = c]; for every m,m′ ∈ M

As the distribution of the ciphertext does not depend on the plaintext. This implies, there can

be chances of getting a single ciphertext from different plaintexts [15]

Now, with the definition of the perfectly secret algorithm, we can prove that the algorithm

shown here is perfectly secret.

For the proof, we will consider the subpart of the algorithm where we are getting the a′is.

Although it is not the ciphertext, but the mid way text. For this particular algorithm, for the

proof we will address that as the ciphertext as the secrecy of the algorithm lies on the values of

this only.

We can have the key space as, K = {0,1,2, . . . ,24,25}, with probability, Pr[K = k] = 1
26

Note 6.2. In case the message space is limited, that is, the adversary already knows that par-

ticularly some alphabets are not used, in that case it is not necessary to assign the uniform
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distribution, we can define our own distribution assigning probabilistic values to each alphabet

such that for the message space M, ∑i Pr[M = mi] = 1 ]

Method 1: When all the alphabets are equally likely to occur: For the message space M,

we can have all the 26 alphabets which are equally likely to occur.

Therefore,

Pr[M = A] =
1

26
, Pr[M = B] =

1
26

, Pr[M =C] =
1

26
, . . . , Pr[M = Z] =

1
26

Now, let us take the ciphertext B. How many ways we can have B as a ciphertext from the

spaces K and M?

There can be 26 ways of getting it: {B+ 0,A+ 1,Z + 2,Y + 3, . . . ,D+ 24,C + 25}, where

K = {0,1,2, . . . ,24,25} and M = {A,B,C, . . . ,Y,Z}

Pr[M = B∧K = 0] = Pr[M = B] ·Pr[K = 0] =
1

26
· 1

26

Similarly,

Pr[M = A∧K = 1] = Pr[M = A] ·Pr[K = 1] =
1

26
· 1

26

Pr[M =C∧K = 25] = Pr[M =C] ·Pr[K = 25] =
1

26
· 1

26

Therefore,

Pr[C =B] =Pr[M =B∧K = 0]+Pr[M =A∧K = 1]+Pr[M =Z∧K = 2]+. . .+Pr[M =C∧K = 25]

= 26 ·
(︃

1
26

· 1
26

)︃
=

1
26

Now, we can also calculate the conditional probability using the Bayes’ Theorem:

Pr[M = A |C = B] =
Pr[C = B | M = A] ·Pr[M = A]

Pr[C = B]

=
Pr[C = B | M = A] ·Pr[M = A]

Pr[C = B | M = A] ·Pr[M = A]+ . . .+Pr[C = B | M = Z] ·Pr[M = Z]

=
1
26

=
1

26
·
(︃

1
26

+
1

26
+ · · ·+ 1

26

)︃
=

1
26

To be noted that,

Pr[C = B | M = A] =
1

26

since if M = A then the only possible way to have C = B is if K = 1.
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FIGURE 3. Existing Frequency Table for all alphabets

So, from the definition of perfect secrecy, the elaborated algorithm is secured.

Method 2: When all the alphabets follow the existing frequency of occurrence: We have

the existing frequency of occurrence of alphabets as follows: [33]

Now, let us take the ciphertext B. How many ways we can have B as a ciphertext from the

spaces K and M?

There can be 26 ways of getting it: {B+ 0,A+ 1,Z + 2,Y + 3, . . . ,D+ 24,C + 25}, where

K = {0,1,2, . . . ,24,25} and M = {A,B,C, . . . ,Y,Z}.

Pr[M = B∧K = 0] = Pr[M = B] ·Pr[K = 0] = (0.0149) · 1
26

Pr[M = A∧K = 1] = Pr[M = A] ·Pr[K = 1] = (0.0812) · 1
26

Pr[M =C∧K = 25] = Pr[M =C] ·Pr[K = 25] = (0.0271) · 1
26

Therefore,

Pr[C = B]

= Pr[M = B∧K = 0]+Pr[M = A∧K = 1]

+Pr[M = Z ∧K = 2]+ . . .+Pr[M =C∧K = 25]

= (0.0149+0.0812+0.0007+0.0211+0.0017+0.0020+0.0196+0.0111+0.1086+0.0911

+0.0268+0.0602+0.0011+0.0182+0.0768+0.0695+0.0261+0.0398+0.0098+0.0001
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+0.0731+0.0592+0.0003+0.0230+0.1202+0.0432+0.0271) · 1
26

= 1 · 1
26

=
1
26

[As, sum of all the probability frequencies of the alphabets is 1.]

Now, we can also calculate the conditional probability using the Bayes’ Theorem. And we

will get:

Pr[M = A |C = B] =
0.0812 · 1

26
1

26

= Pr[M = A]

So, from the definition of perfect secrecy, the elaborated algorithm is secured.

7. CONCLUSION

Cryptography is the study of Encryption and Decryption where a given text is modified in

such a manner that it’s not accessible by anyone except for the sender and the receiver. Vi-

genere Cipher is a cyclic shift cipher that is commonly defined with a 26× 26 order table that

encrypts only the 26 alphabets where as, this proposed algorithm in this paper deals with all

the 256 existing characters having ASCII values. For this purpose the constructed 256× 256

order Vigenere table also broadens the way of confidentiality and security. The properties of the

XOR Gate and the Bipartite graph ensures more security and authenticity. The objective of this

research work is fulfilled as we can encrypt any text with all the existing characters including

uppercase, lower case alphabets, punctuation, special characters, space etc. with high security

and confidentiality as discussed in the previous section. Three main kinds of attacks can be pre-

vented, a wide range of characters can be encrypted and any length of text can be secured with

this proposed algorithm. The key string shared between the sender and the receiver works as

a pivotal security enhancement. The current research adds to the expanding area of mathemat-

ics and information security by providing an authoritative basis for Cryptographic mechanisms

with a broad spectrum of applications.
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